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Evolving solution to meet OT digitalization requirements
From industry first in Private Wireless towards an industrial digitalization platform
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private wireless
deployment

Development of
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Nokia private 5G for communication with “Smart” enablement

Accelerate your digital transformation with a proven on-premise edge solution
and industrial-grade private wireless connectivity

Create &manage multi-localnetworks
Deploy your applications
leg. Vioice, asset tracking, video analytics.)
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Nokia Digital AutomationCloud
Metwork & service management,
Mokia hested oron your premises
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Industrial Edge capabilities for “Smart”

* Hybrid edge cloud continuum - Centrally
managed, distributed runtime

+ Confidential data kept on site

* Local processing of data for critical applications

* Strong baseline for data-driven use case
development with near-real time data steaming

MLOps Hyperscaler
(Nokia MLaa$, 3™ resources (Azure

party apps, Arc/GCP/AWS)
Litmus/Crosser)

Data Streams

NDAC App FW




Nokia one platform for industrial digitalization

Any cloud DAC Cloud

MX Industrial
Edge + apps

4.9G / 5G / WiFi

Industrial Y Taatewome MXGrid

devices ~{ .!
T ]
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Cloud managed
Plug & play

Pay as you grow,
subscription-based
business model

Unified multi-site
Expose APIs

Edge data lake and
integrate with world’s
leading digital ecosystems
and solution providers
management
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Edge DataOps - integral part of enterprise data architecture

Consumable edge data layer (UNS) enables extensible edge Al & data-driven use cases

servicenow mme“d"‘

w TULIP Consumable edge data layer with Unified Namespace (UNS)
Abstract OT asset diversity Single-source-of-truth” for OT Event-driven, real-time harmonized
and protocol complexity from digitalization, systems & apps data provides runtime for edge
_._[]_;_, @ readily actionable data layer and cloud data ecosystems inferencing with MLOps
Th L

COGNITE databricks

:?T.Y 3 & aWS AV=VA Centrally managed, distributed execution to combine data fabric & mesh benefits
n&'ﬁ (@ os

Seamless integration to

Harmonize data between High cyber security and
Google Cloud hyperscalers (Azure, AWS, sites/plants for scalability and compliance with central
Google, Snowflake) flexibility governance and data security

Productivity gains throughout supply chain and data ecosystems
Harness Edge Al & Decision

: ! Support Intelligent Supply Address top challenges to scale
Intelligence for Operational Networks for Smarter edge Al and reduce tech debt
Excellence Manufacturing across the enterprise

Nokia MXIE
Data Lake

OTEdge | = | QLITMUS
DataOps | XcCrosser

F OPC UA
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https://www.dac.nokia.com/industrial-edge/ot-edge-dataops/

Modular Type Package




Modular Production Systems
Cost-efficient production of variants with the same system & standardized interfaces

Modular Production
Cell (MPC)

Smart Assembly Line .
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Carrier at
processing for production
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Carrier ready

Conveyor Factory Logistics for
Belt finished Products
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Modularization

Service-oriented and independent of manufacturer
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Module Type Package

Module Type Package (MTP) means...
( > = [nterface and capability description

of intelligent equipment modules

MODULAR PRODUCTION

'ﬁa
1o DA « DK < S -

via standardized equipment data
o models and description language
Goals of MTP are
MODULE CONTROL
' = Time reduction of automation B
engineering and commissioning I | (l) Il E ’ mp@ PO
o = Manufacturer-independent A @’

connectivity of equipment modules

Benefits of MTP are MODULE TYPE PACKAGE

= Separation of automation
engineering of plant and modules

= Easy integration via standardized,
pre-tested an -qualified interfaces

Modular
automation

C o

/ tw dong héa
mo-dun

Modular
automation

Modular
automation




MTP basics for life science manufacturing

Bring in GMP requirements

+ Data storage, Data integrity
ISPE P&P +  Time synchronization
* User Management

Framework

« Data structures as interface
Module Type Package . State model
« Services to interact with modules

Transport of semantic data
« Data Access, Alarms and Conditions, Historial Access ...

Secure transport due to certificates
Services

Ethernet, TCP/IP

9 © 2025 Nokia




Edge Intelligence start with semantic OT data

Smart “anything” at shop-floor requires Al and Networked Digital Twins, which requires structured,
contextual data and semantic interoperability - and data automation

Industry 4.0 Cyber-Physical systems are backbone and core elements of Industry 5.0 (adds human and sustainability
aspects) and Industrial Metaverse (adds remote operations and AR/VR interface to data and functions) too.

There s No | ndustry 4.0 without OPC UA - RAMI 4.0 MXIE OT Edge DataOps abstracts diversified field assets and protocols
i from data plane, simplifying data operations through data lifecycle

drastically, and producing composable edge data layer e.g. for edge Al

Industry 4.0-compliant Smart “anything” builds on few key concepts:

* Industrial (Cloud) DataOps (Cognite, Highbyte, Azure / AWS Data Fabric etc) -
efficient way to refine value from OT data for the various data-driven
applications running at the edge, on-premise, and in the cloud. Together with
Edge DataOps / Hub / Smart lloT apps realizes RAMI 4.0 “Information layer”
for semantic interoperability

* OPC UA - vendor-agnostic interoperability with structured data, semantic
information; ensure data value through data life-cycle and enterprise . i : =27PC UA
functions ' e

Business

Functional

Information

* Networked Digital Twins - semantically networked virtual elements of real Infegration Hierarchy Levels
assets in Industry 4.0 value networks, realizing cyber-physical interaction. p :Eg gfgf‘;’

Real-time data management with Edge DataOps is core enabler for any

“Connected World

digital twin. To build effective digital twin solutions, the capability of — Type S rtorprise
integrating "Simulation, Optimization, Prediction, and Visualization models"is ; _“Work Centers
also crucial. e . ?;fr:lt(:gl Device

+ MLOps - data-based model’s efficient deployment and management at scale, kit . Field Device
to enable replicable and efficient Edge Al solutions “Product
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https://www.automation.com/en-us/articles/2017/there-is-no-industry-40-without-opc-ua
https://www.isa.org/intech-home/2019/march-april/features/rami-4-0-reference-architectural-model-for-industr
https://blog.isa.org/cyber-physical-systems-the-core-of-industry-4.0
https://www.dac.nokia.com/industrial-edge/ot-edge-dataops/

MTP in production
Suitable for both brownfield and greenfield

Traditional PLC Integration
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Distributed control system
with process orchestration layer (POL) functionality

OPC UA

orcur |19 I

l Monolithic plant TmeAT MTP -
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Experiences and benefits

open and standardized automation solutions

ZVEI the benefits from the first pilot projects
can be summarized as follows:
-50% on reducing time-to-market
-70% on reducing engineering effort
+80% on increasing flexibility.

Skid and machine builder OEMs can use MTP to
future-proof their offering

Controls engineers and systems integrators
appreciate how MTP streamlines integration
work, cutting integration time by half in many
cases, while improving quality, reducing errors,
and easing support

12 ©2025 Nokia |

OPC Day Finland 2021: Module Type Package (MTP),

VDI/VDE/NAMUR 2658, IEC 63280

OPC Day Finland 2024: MTP and Modular Automation in

the Biopharmaceutical Industry

Process-X TS Gawny
_Other NAMUR Digitization Activities M

MTP NOA Process-X



https://www.automaatioseura.fi/site/assets/files/3103/03_opc_day_finland_2021_mtp_schneider_electric.pdf
https://www.automaatioseura.fi/site/assets/files/3103/03_opc_day_finland_2021_mtp_schneider_electric.pdf
https://www.automaatioseura.fi/site/assets/files/4611/opc_day_finland_2024_eugene_tung.pdf
https://www.automaatioseura.fi/site/assets/files/4611/opc_day_finland_2024_eugene_tung.pdf

Digital twin and digital thread
Asset lifecycle Management - digital twin from engineering to operations
"The information modeling capabilities and the OT connectivity of OPC UA, coupled with the comprehensive

asset representation and life-cycle focus of AAS, result in a powerful architecture not only for the Digital
Product Passport (DPP) but for Industry 4.0 applications in general" - source

Product Order

di3

Production Planning

(MRP ) (SCM ) IDTA 2001-1-0
Material & Supply Inclusion of Module Type
Asset Chain Package (MTP) Data into
(3D MBE)) Product Process Product { Asset Administration
Design Planning Engineering

Shell

Digital

System Design .
QMms .

i | Delivery & Distribution Build
: Customer Support Commission
.

Operations &
Maintenance VRO

Decommission

SPECIFICATION

Disposal & Recycling
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https://opcfoundation.org/news/press-releases/joint-forces-for-digital-product-passport-dpp/

Standardized manufacturing — unexpected benefits!?
OPC UA, Asset Administration Shell, Industrial Data Spaces - food for advanced Al!

smart manufaCi:[
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Harmonized Business Models

Multi-Agent
Systems

Al Model
Ecosystem

Data & Al
Platform

[ % Model Processes » Orchestrate Workflows = Deploy Al Agent Netwaorks = Govern Operatiens

-
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.
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Edge DataOps produces consumable data el

Edge supporting ISA-95, NAMUR NOA, O-PAS, future architectures - core Process Confrol/ Assets
Data-driven decision-making support needs single-point of truth at edge!

IT / Cloud / central management SCADA  Predictive  Operator Al Cost and energy Process / asset ~ RPA, Data
(POL)  maintenance assistant management digital twins ~ Spaces, DPP, ...

Manufacturing Data Platform Intelligent Edge apps

Data Storage

®
PIRIO[F[ I

[re—s
“TiT EtherclA'I:"

|
Waodbus

Greenfield / 14.0 native assets Brownfield / NAMUR NOA CPC MTP (PEA) L3 ))) L2

| &8 T3 X B O il Al dll
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Edge DataOps for Industrial Digital Twins - forward-looking way

Benefits of standardized approach with consumable edge data layer

14.0 asset digital twin
"blueprint" for lifecycle
mgmt

16

Edge data practices
(DataOps); decoupling
data generation from data
consumers, consumable
data layer

Asset Admin Shell (AAS) -
core role for asset

lifecycle AND operational
excellence (data models)

IDS (data ownership and
sharing contracts) + data
connectors for data
sharing

© 2025 Nokia |

AAS is "base digital twin"
for 14 asset management
- connects multiple data
streams during asset
lifecycle

ALM by SAP (BNAC) is
based on AAS, realizing
'digital thread’

DPP (Battery Passport,
Product Carbon Footprint
etc) is required for electric
vehicles, mandatory in
Europe 2027

Secure data sharing via
IDS data spaces when
ever needed in ecosystem
(like for co-operation with
3rd party ML/Al vendor)

Digital Twin
// Physical Machine

Nl Receive feedback

N / " Digital Machine
\\v

A ILCL RN Preparation of
[ data

\
Communication

\ .
Protected data flow % ¥ E
in real ~time | oo
= - i ]
'

} Machine

Digital data-
driven services

Strutured AAS <
Send feedback Feedback
ervice

Following the industry 4.0 paradigm, concepts have been
presented to introduce innovative data-driven digital services
that can now be introduced by Digital Twins, backed up by a
secure and reliable communication infrastructure based on
OPC UA and IDS technologies, and the standardization of
information models based on the Asset Administration Shell.



https://www.sap.com/products/business-network/asset-collaboration.html
https://opcfoundation.org/news/press-releases/joint-forces-for-digital-product-passport-dpp/
https://www.tandfonline.com/doi/full/10.1080/21693277.2023.2173680#d1e703
https://www.tandfonline.com/doi/full/10.1080/21693277.2023.2173680#d1e703

Shop-floor decision-making - demands for Edge Platform
Operational intelligence sets clear demand for edge & smart lloT app capabilities

Al and DT on-prem

Proliferation of artificial
intelligence, machine
learning and networked
digital twins at scale -
on-prem

Semantic
interoperability

Interoperable API’s
(data products) which
serve standardized
information modelling
are key for successful
intelligent use cases

Hybrid edge-cloud

Processing edge data
needs to be performed
at the edge and in the
cloud or enterprise.

Open standards - tested

Supporting open Industry
4.0 standards enables
interoperability and
secure data sharing to
partners - best served via
collaboration like Open
Industry 4.0 Alliance

OPC UA (over MQTT)

IEC 62541, framework for
industrial interoperability
based on data models,
context and metadata -
data modelling is key for
all intelligent operations!

OT Edge DataOps

Edge must support
enterprise data
governance and
Industrial DataOps
(semantics, knowledge
databases)

NO<IA


https://www.dac.nokia.com/industrial-edge/ot-edge-dataops/
https://openindustry4.com/
https://openindustry4.com/

Summary - Edge enables Modern Data Governance at any Industry
Modern data approach starts from edge and reach trough data lifecycle

| 2 3

Modern Edge Data Stack: Data Models: Smart lloT at Refine IT/OT convergence:
Smart lloT at edge abstracts edge delivers structured OT Smart enterprise data
protocol and asset diversity data with metadata to IT tools  governance understand OT
and enables OT digitalization to scale up OT digitalization, data nature and specialty
acceleration and fosters OT teams' data

ownership

Industrial DataOps definition (according to loT Analytics)

The process of enhancing data quality by providing structure and context for accurate,

logical data representation, ensuring usability by downstream applications hO( I :
18 © 2025 Nokia



Related information

OPC Day Finland 2021 ,Keynote: ISPE Pharma 4.0 Plug & Produce, Josef Trapl, Takeda & Henrik Stellmann

The ISPE Baseline® Guide: Pharma 4.0™ is a valuable resource for any size company to begin, reinvigorate,
or advance their transformation journey

LinkedIn:

{ standarai. \

,,,,,,
branding

NO<IA
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https://www.youtube.com/watch?v=bFCA9U2GfQg
https://guidance-docs.ispe.org/doi/book/10.1002/9781946964724
https://guidance-docs.ispe.org/doi/book/10.1002/9781946964724
https://www.linkedin.com/posts/giuseppe-menin-01982b14_workshop-mtp-ugcPost-7257088149808406528-2JtT?utm_source=share&utm_medium=member_desktop&rcm=ACoAAAv9o_QBiYvsTUaV1ksxsVQNK8A6GOtbchI




Copyright and confidentiality

The contents of this document are proprietary
and confidential property of Nokia. This document
is provided subject to confidentiality obligations of
the applicable agreement(s).

This document is intended for use by Nokia's
customers and collaborators only for the purpose
for which this document is submitted by Nokia. No
part of this document may be reproduced or made
available to the public or to any third party in any
form or means without the prior written permission
of Nokia. This document is to be used by properly
trained professional personnel. Any use of the
contents in this document is limited strictly to the
use(s) specifically created in the applicable
agreement(s) under which the document is
submitted. The user of this document may
voluntarily provide suggestions, comments or
other feedback to Nokia in respect of the

contents of this document ("Feedback").

Such Feedback may be used in Nokia products and
related specifications or other documentation.
Accordingly, if the user of this document gives
Nokia Feedback on the contents of this document,
Nokia may freely use, disclose, reproduce, license,
distribute and otherwise commercialize the
feedback in any Nokia product, technology, service,
specification or other documentation.

Nokia operates a policy of ongoing development.
Nokia reserves the right to make changes and
improvements to any of the products and/or
services described in this document or withdraw
this document at any time without prior notice.

The contents of this document are provided

"as is". Except as required by applicable law, no
warranties of any kind, either express or implied,
including, but not limited to, the implied warranties
of merchantability and fitness for a particular

purpose, are made in relation to the accuracy,
reliability or contents of this document. NOKIA
SHALL NOT BE RESPONSIBLE IN ANY EVENT FOR
ERRORS IN THIS DOCUMENT or for any loss of data
or income or any special, incidental, consequential,
indirect or direct damages howsoever caused, that
might arise from the use of this document or any
contents of this document.

This document and the product(s) it describes
are protected by copyright according to the
applicable laws.

Nokia is a registered trademark of Nokia
Corporation. Other product and company names
mentioned herein may be trademarks or trade
names of their respective owners.
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